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LocalScribe Privacy Integrity Report

Device ID: 9a63e948...98bcfa65 Software Version: LocalScribe v1.0.2.0

NETWORK AIRGAP DISK HYGIENE

ACTIVE (during test) CLEAN (0 matches found)
AUDIT INTEGRITY OVERALL STATUS

VERIFIED (no audit-log modification detected) PASSED

Plain-Language Summary for Clinicians

What this report is

This is a time-stamped security check showing whether LocalScribe privacy safeguards worked during a

test session on this device.

What the report checks

e Network airgap: verifies LocalScribe blocked public-internet requests during tested clinical
workflows.

e Disk hygiene: verifies post-session scans did not find the probe token in common temp/app
folders.

e Audit log integrity: verifies the encrypted audit trail is still intact and shows no sign of

modification.

What you can do with it
e Attach this report to HIPAA Security Risk Analysis (SRA) documentation.
e Share with compliance officers or IT leads as technical evidence.

e Retain the JSON artifacts listed in Appendix A for deeper verification.

What this does not mean

e This report does not certify HIPAA compliance by itself.
e This report applies only to this device/configuration at the test time.

Quick Reference Action

For clinicians Review the Plain-Language Summary and file this report with compliance documents.
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For compliance officers Review Section 4 (HIPAA mapping) and Section 8 (SRA examples).

For auditors Review Section 6 (technical evidence) and Appendix A (JSON artifacts).

1. Purpose and Intended Use

This report provides technical verification evidence for a HIPAA Security Risk Analysis (SRA). It
summarizes tests showing that LocalScribe operated within its designated security envelope during the
test window: offline-first operation with an activity-based network airgap, encrypted audit logging, and
post-session disk hygiene.

This report is intended to be attached to, or referenced by, the covered entity's SRA documentation. It is
not legal advice and does not constitute a determination of HIPAA compliance.

2. Test Identification and Environment

Report 2026-03-19T00:42:06.876Z

timestamp

Device 9a63e948...98bcfab5

identifier

Software LocalScribe v1.0.2.0

version

Test artifacts NET_ISO_20260319004119_001 (Network), DSK_CLN_20260319004144_001 (Disk),

CFG_SNAP_20260319004206_001 (Config)

3. Executive Summary of Results

e Network airgap remained active during tested workflows.

e Simulated cloud call was blocked by the network egress guard (Blocked by LocalScribe network
egress guard.).

e Disk hygiene scan checked 3161 files and found O probe-token matches.
e Encrypted audit logging was enabled; integrity valid: true.

4. HIPAA Security Rule Mapping (Technical Controls)

Security Control HIPAA Status Verification Summary

Citation
Transmission 45 CFR VERIFIED = Activity-based airgap prevented public-internet egress
Security 164.312(e)(1) during tested workflows; simulated cloud call blocked.
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Security Control HIPAA
Citation

Device and Media 45 CFR

Controls 164.310(d)(1)
Audit Controls 45 CFR
164.312(b)
Integrity 45 CFR
164.312(c)(1)
Person or Entity 45 CFR
Authentication 164.312(d)

Status

VERIFIED

VERIFIED

VERIFIED

VERIFIED

5. Methods (What Was Tested)

LocalScribe Privacy Integrity Report

Verification Summary

Post-session scan of common temp/app locations found 0
probe-token matches.

Encrypted audit log enabled; draft text excluded from log.

Audit log integrity verified. The SHA-256 hash chain is intact
and no modification was detected.

App lock or inactivity timer is configured in current settings.
Vault passphrase storage: OS Credential Manager (Windows
Credential Manager / macOS Keychain).

e Network Isolation Test (NET_ISO_20260319004119_001): validates egress guard behavior and

airgap activation/release.

e Disk Hygiene Scan (DSK_CLN_20260319004144_001): scans specified temp and app
directories for probe token residue.

e Configuration Snapshot (CFG_SNAP_20260319004206_001): captures security-relevant
settings and audit cryptography metadata.

6. Technical Evidence (Results)

6.1 Network Isolation Evidence

Egress guard installed

Airgap active during test
Simulated cloud call blocked
Cloud-call block message
Allowed local/internal requests
Dictation tested / airgap held
Attachment tested / airgap held
Encrypted export tested / success

Export encryption

true

true

true

Blocked by LocalScribe network egress guard.
46 (loopback/private/app-internal)

true / true

true / true

true / true

AES-256 (qpdf)
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Airgap released after close true

6.2 Disk Hygiene Evidence

Status PASS

Probe token hash ef57e8cc657436601cadl3e95febfc485979c647537adPaalc5c25df7df61269
Total files checked 3161

Total matches found 0

Scan locations (sanitized):

e C:\Users\<redacted>\AppData\Local\Temp - files checked: 3148, matches: 0

e C:\Users\<redacted>\AppData\Roaming\com.localscribe.desktop - files checked: 13,
matches: 0

6.3 Audit Log and Integrity Evidence

Audit log enabled / unlocked true / true

Audit log encryption AES-256-GCM (PBKDF2-HMAC-SHA256, 200k iterations)

Integrity chain SHA-256 hash chain (tamper-evident)

Integrity valid true

Integrity message No audit-log modification was detected during this check.

Entry count 36

Retention policy 6 years (2190 days), per HIPAA retention requirements

Archive location (sanitized) C:\Users\<redacted>\OneDrive\Documents\LocalScribe_Vault

Passphrase storage OS Credential Manager (Windows Credential Manager / macOS Keychain)
Draft text excluded from log true

6.4 Security-Relevant Configuration Snapshot
e activity_based_airgap: true
e offline_only_mode: true
e analytics_opt_out: true
e crash_reporting: false

e audit_logging: true
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never_log_draft_text: true
use_secure_temp_directory: true
session_attachments_in_memory: true
purge_attachments_on_close: true
send_audio_to_cloud: false

egress_guard_installed: true

7. Limitations and Interpretation Notes

This report verifies controls on one device at one time. It does not establish organization-wide
compliance.

Disk hygiene results apply to scanned locations only.

Network evidence verifies application-level blocking behavior in LocalScribe, not all external
software on the device.

Covered entities must still maintain independent SRA, policies, workforce training, and
administrative safeguards.

8. How to Reference This Report in Your HIPAA SRA

Threat: Inadvertent transmission of ePHI to external servers during clinical documentation.

Safeguard: LocalScribe activity-based network airgap with egress guard.

Evidence: NET_ISO_20260319004119_001 - simulated cloud call blocked; dictation completed with
the network airgap still active and attachment handling completed with the network airgap still

active.

Residual Risk: Low when used as designed; reassess after updates and major configuration changes.

Threat: Residual ePHI artifacts left on local workstation after closing a draft.

Safeguard: Purge-on-close, secure temp handling, and residual scan.

Evidence: DSK_CLN_20260319004144_001 - 0 probe-token matches across 3161 files.

Residual Risk: Low; reassess after updates or workflow changes.

Appendix A. Raw Telemetry Artifacts (JSON)

Retain these JSON files with this report for SRA/audit documentation:

¢ ConfigSnapshot.json - CFG_SNAP_20260319004206_001
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e DiskHygiene.report.json - DSK_CLN_20260319004144_001

e Networklsolation.report.json - NET_ISO_20260319004119_001

Appendix B. Disclaimer

This report provides technical verification of data isolation and security controls as of the test date on
this device. It is intended to support the covered entity's HIPAA Security Risk Analysis and does not
constitute a determination of HIPAA compliance, which is the responsibility of the covered entity.

Generated by LocalScribe on 3/18/2026, 8:42:06 PM.
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